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Article 13 (Attribution of data messages) (3) As between the originator and the addressee, an
addressee is entitled to regard a data message as being that of the originator, and to act on that
assumption, ift

(a) in order to ascertain whether the data message was that of the originator, the addressee
properly applied a procedure previously agreed to by the originator for that purpose; or

(b) the data message as received by the addressee resulted from the actions of a person whose
relationship with the originator or with any agent of the originator enabled that person to gain
access to a method used by the originator to identify data messages as its own.
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11) (c) “Originator” of a data message means a person by whom, or on whose behalf, the data
message purports to have been sent or generated prior to storage, if any, but it does not include

a person acting as an intermediary with respect to that data message.
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15) UNCITRAL Model Law on Electronic Commerce with Guide to Enactment 1996 (New York,
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16) Report of the United Nations Commission on International Trade Law on the work of its
twenty-eighth session (2-26 May 1995) (A/50/17), A|278% (59W).
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Abstract
Article 7(2) of Korean Electronic Transaction Act (“KETA”) deals with the attribution of

a data message which was created and sent by a person who does not have the authority
to do so in the name of the purported sender. The provision is largely based on Article
133) of UNCITRAL Model Law on Electronic Commerce 1996 (“Model Law”). Both
provisions aim to respect and preserve the existing rules about apparent authority.

However, in applying Article 7(2)(ii) of KETA, which is applicable to parties who have
no agreement as to the methods of ascertaining the authenticity of a data message between
them, the Supreme Court held that as long as the recipient used the government-endorsed
digital certificate issued by the licensed CA, the recipient is entitled to regard the data
message as belonging to the purported sender even though the data message was against
the wishes of the purported sender and even though the government-endorsed ditital
certificate was fraudulently re-issued in breach of the applicable contractual terms and
statutory requirements. The Supreme Court thus ignores the existing rules about apparent
authority. Instead, the Court proposes a new legal rule which revolves around the
government-endorsed digital certificate.

This article puts forward an argument that the Supreme Court’s ruling is wrong and
incompatible with the language of Article 7(2)(ii) of the statute. The Supreme Court’s
position seems to be that the govemnment-endorsed digital certificate is a method of
ascertaining the authenticity of a data message which is “reasonable under the
circumstances”, and that as long as the recipient used such a method, the recipient would
be entitled to treat the data message as belonging to the purported sender. This article
demonstrates that such a view is expressly rejected during the course of preparing the
Model Law. The Supreme Court’s ruling fundamentally alters the basic rules of contract
formation and contract attribution. This, however, has never been the aim of the Model
Law or the Korean Electronic Transactions Act.

Keywords: Attribution of data message, apparent authority, agency, UNCITRAL Model
Law on Electronic Commerce, Korean Electronic Transactions Act, fraudulent
data message, digital certificate, unauthorized fund transfer




